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1. Purpose
This Information Security Policy sets out how Pinnacle Learning Ltd protects personal data and confidential information through a "Privacy by Design and by Default" approach.
The policy demonstrates the organisation's commitment to embedding data protection and information security into all business activities, systems, recruitment processes, and relationships with schools, candidates, employees, suppliers, and other stakeholders.
The agency recognises that information security is essential to maintaining trust, safeguarding personal information, and complying with applicable data protection legislation.

2. Policy Statement
Pinnacle Learning Ltd is committed to:
· Protecting the confidentiality, integrity, and availability of information. 
· Applying privacy considerations at the earliest stage of any project or process. 
· Collecting and processing only the minimum personal data necessary. 
· Ensuring security measures are built into systems by default. 
· Regularly assessing and managing information security risks. 
· Demonstrating accountability for data protection compliance. 
Privacy and security considerations will be integrated into all operational, technological, and organisational decisions.

3. Scope
This policy applies to:
· All employees 
· Temporary staff 
· Contractors 
· Consultants 
· Agency workers 
· Third-party suppliers processing information on behalf of the agency 
The policy covers:
· Electronic information 
· Paper records 
· Cloud-based systems 
· Mobile devices 
· Email communications 
· Recruitment platforms 
· Candidate databases 

4. Privacy by Design Principles
The agency follows the following principles when designing and operating systems and processes.
4.1 Proactive Not Reactive
Privacy risks are identified and addressed before information is collected or processed.
This includes:
· Risk assessments before introducing new systems. 
· Security reviews of suppliers. 
· Data protection impact assessments where appropriate. 
· Regular audits of data handling practices. 

4.2 Privacy as the Default Setting
Personal information is protected automatically without requiring individuals to take action.
Examples include:
· Collecting only information necessary for recruitment activities. 
· Restricting access to personal data based on job role. 
· Limiting visibility of candidate information. 
· Using secure sharing methods by default. 
· Applying retention limits automatically where possible. 

4.3 Privacy Embedded into Processes
Privacy considerations form part of routine business operations, including:
· Candidate registration. 
· Client onboarding. 
· Staff recruitment. 
· Marketing activities. 
· Technology procurement. 
· Supplier engagement. 
Privacy is considered at every stage of the information lifecycle.

4.4 Full Functionality
The agency aims to achieve both operational effectiveness and privacy protection without unnecessary trade-offs.
Recruitment services are designed to support client and candidate needs while maintaining appropriate safeguards.

4.5 End-to-End Security
Personal data is protected throughout its lifecycle.
This includes:
· Secure collection. 
· Secure storage. 
· Controlled access. 
· Secure transfer. 
· Secure archiving. 
· Secure destruction. 

4.6 Transparency
The agency is open about how information is processed.
Individuals are provided with clear privacy notices explaining:
· What data is collected. 
· Why it is collected. 
· How it will be used. 
· Who it may be shared with. 
· How long it will be retained. 
· Their rights. 

4.7 Respect for Individual Rights
The agency supports individuals' rights regarding their personal information and maintains procedures for handling requests efficiently and lawfully.

5. Information Security Measures
5.1 Access Control
Access to information is granted on a need-to-know basis.
The agency will:
· Use unique user accounts. 
· Implement strong password requirements. 
· Apply role-based permissions. 
· Remove access promptly when employment ends. 
· Review user access periodically. 

5.2 Device Security
Agency devices must:
· Be password protected. 
· Use screen locking. 
· Have up-to-date security software. 
· Receive security updates promptly. 
· Use encryption where available. 
Personal devices used for work must comply with agency security requirements.

5.3 Email Security
Employees must:
· Verify recipient details before sending information. 
· Use secure methods when transmitting sensitive documents. 
· Avoid sending unnecessary personal data. 
· Report suspicious emails immediately. 

5.4 Secure Storage
Personal data must be stored only in approved systems.
The agency will:
· Use reputable cloud service providers. 
· Restrict access permissions. 
· Back up critical information regularly. 
· Monitor access where appropriate. 

5.5 Physical Security
Paper records and devices containing personal information must be protected through:
· Locked storage. 
· Controlled office access. 
· Secure disposal arrangements. 
· Clear desk practices. 

6. Data Minimisation
The agency will collect only information necessary to:
· Assess candidate suitability. 
· Meet safeguarding obligations. 
· Fulfil contractual requirements. 
· Comply with legal obligations. 
Information that is not required will not be collected or retained.

7. Supplier and Third-Party Management
Before engaging a supplier that processes personal data, the agency will:
· Assess security controls. 
· Review privacy practices. 
· Ensure contractual safeguards are in place. 
· Confirm compliance with applicable legislation. 
Suppliers must provide sufficient guarantees regarding security and confidentiality.

8. Data Protection Impact Assessments (DPIAs)
The agency will conduct a DPIA where processing is likely to result in a high risk to individuals.
DPIAs may be undertaken when:
· Introducing new technology. 
· Implementing monitoring systems. 
· Processing sensitive personal information. 
· Introducing significant new recruitment platforms. 
The assessment will identify risks and appropriate mitigation measures.

9. Data Retention and Disposal
Personal information will be retained only for as long as necessary.
When information is no longer required, it will be:
· Securely deleted. 
· Permanently erased from systems where possible. 
· Confidentially shredded if held in paper form. 
Retention periods are documented within the agency's Data Retention Schedule.

10. Incident and Data Breach Management
All staff must report actual or suspected information security incidents immediately.
The agency will:
1. Investigate the incident. 
2. Assess risks to individuals. 
3. Contain and mitigate impacts. 
4. Maintain incident records. 
5. Notify regulators and affected individuals where required by law. 
6. Review lessons learned and improve controls. 

11. Training and Awareness
All staff receive information security and data protection training covering:
· Privacy by Design principles. 
· Data handling requirements. 
· Cyber security awareness. 
· Phishing prevention. 
· Incident reporting procedures. 
· Confidentiality obligations. 
Training is provided during induction and refreshed regularly.

12. Roles and Responsibilities
Directors
Directors are responsible for:
· Supporting a culture of information security. 
· Ensuring appropriate resources are available. 
· Reviewing compliance arrangements. 
Managers
Managers are responsible for:
· Implementing this policy. 
· Monitoring compliance. 
· Addressing identified risks. 
Employees
Employees are responsible for:
· Following security procedures. 
· Protecting personal data. 
· Reporting incidents promptly. 
· Completing mandatory training. 

13. Monitoring and Compliance
The agency will periodically review:
· Security controls. 
· Access permissions. 
· Supplier compliance. 
· Incident reports. 
· Data retention practices. 
Findings will be used to strengthen privacy and security measures.

14. Policy Review
This policy will be reviewed annually or sooner where:
· Legislation changes. 
· Security incidents occur. 
· Business activities change significantly. 
· New technologies are introduced. 
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Privacy by Design Statement
Pinnacle Learning Ltd embeds privacy and security into every stage of its recruitment activities. Personal information is protected by default through data minimisation, restricted access, secure systems, staff training, risk assessment, and ongoing monitoring. Privacy is considered from the outset of every project, process, and technology decision, ensuring compliance with applicable data protection legislation and safeguarding the rights of candidates, clients, employees, and other stakeholders.

0208 191 0461
Regus London - Euston Woburn Place, 16 Upper Woburn Place, London, WC1H 0AF
info@pinnacle-learning.co.uk
http://pinnacle-learning.co.uk/


image1.png
PINNACLE
LEARNING





image2.png
PINNACLE
LEARNING





